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Data protection| Summary

To equip the learnerwith the basicknowledge
required to understandhow to use and store
digital data to ensure data protection and
security,whencommunicatingwith others

il \J .
Insert Organiser Logo Here Y &2 Tus
Digitalisation in Construction: For ilustative purposes only ¥ ¢ :,:chnologigal University of the Shannon:
p

del his sh final Midlands Midwest
elete (p:'sesse:tafiornum " az nf",\ Ollscail Tr:ic:wr,la'nr,m.a na Sionainne: CONSTRUCTION

Data Protection W™ (4 Tiro larthar LAl
BLUEPRINT



Co-funded by the
Erasmus+ Programme
of the European Union

Data protection| Objectives

=

Outlinethe importance of digital data protection, securityand storageof information.(GDPR)
Outlinethe importanceof effective data managementduringthe BIM process

Listthe types of data associatedwith BIM models(Graphicalnon-graphical,documents)and give
examples

Outlinethe importanceof establishingvho is responsiblefor BIMmodeldata

Outline the requirements of a CDEsystemin terms of data protection (licensesfor accesssecure
loginsystem securityrequirements recording,modelviewer,audit trail, approvalworkflow).

6. Outlinethe processof workflow approval(Workin ProgressShared Published Archivestages)
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Data protection| Content

Topic 1¢ Cyber Security

Topic 2¢ Digital DataManagement and Storage
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1. Cyber Security
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EU GDPR

On 25 May 2018 the EUGeneralData Protection Regulation(GDPR)
came into force and the risks of non-complianceare substantially
Increased from previous data protection legislation with the
possibilityof a companybeingfined 4%of its globalannualturnover.

The GDPR applies to all organisations within the EU processing
personal data, that is data relating to a living individual.
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EU GDPR

U Under the GDPR, businesses must ensure that personal data is:

A processed lawfully, fairly and transparently

A collected for specific, explicit and legitimate purposes (and not
used for anything else)

A adequate, relevant and limited to what is necessary

A accurate and kept up to date where necessary

A retained for no longer than necessary, and

A kept secure.

U Constructioncompanieswill needto ensurethat they deal with
the personaldata relatingto their employeesand workersin the
correct way and any suchdata about their suppliersand clients,
Includingkeepingdocumentsfor accountabilitypurposes
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Data controllers, that is
the person or party
that determines the

purposes and means of

the processing of
personal data, must
keep certain
documents to
demonstrate their
compliance with the
requirements.
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Cyber Security & BIM

U BIM, by its nature, relies on the exchangeof electronicdocumentsand
data The new role of BIM Information Manager or Coordinator is
envisagedo managethis information exchangeprocess

U TheBIMobjectiveisto haveafully integrated,collaborativeprocesswith
models shared between the project team a & & A -godrteSof
Information for any given project, used to collect, manage and
disseminateall relevantapprovedprojectR 2 OdzY Sy (i & €

U Online platforms will increasinglyplay a critical role in successfuBIM
collaborationasthey allow data from manydifferent programmesto be
sharedacrosddifferent organisations
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Cyber security & BIM

U The constructionindustry is becomingalive to the risk of
cyber attacks on such an online platform and the
Importance of a robust security system to protect data
integrity andthe project asawhole.

U 1SO19650 providesfor a BIM Information Manager This
role mayform part of awider set of dutiesunderan existing
appointment and is likely to be performed either by the
designlead or the projectlead,whichcouldbe a consultant
or contractorat different stagesof the project
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The 1SO 19650 standard
iIsan international
standard for managing
information over the
whole life cycle of a built
asset usinguilding
information modelling
(BIM)
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Information Management

TheConstructionindustry Council(CIC)supportedby the
BIM Task Group, has prepared guidancenotes on the
scope of servicesrequired of an Information Manager,
and their responsibilities, on broad terms, can be
summarisedasfollows:

i

i

Managing the processesand procedures for
information exchangeon projects

Initiating and implementing the project
information plan and assetinformation plan (to
be agreed by the parties involved in the BIM
project),

U Assistingin the preparation of project outputs,

such as data drops (the BIM definition for
submissiorof information and exchange)
Implementation of the BIM protocol, including
the updating of the model production and
deliveryplan.

Digitalisation in Construction:
Data Protection
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The initial responsibility for the
appointment of the Information
Manager lies with the employer,
who must ensure that there is an
Information Manager appointed
(whether by the employer or
another party) at all times until
completion of the project, save to
the extent the responsibility is that
of another project team member
appointed by the employer.
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Information Management

U Itisthe responsibilityof the Information Managerto agreeand issuelnformationRequirements
(IR) before agreementsbetween the employer and the project team are concluded The IR
define

A Howthe modelfor the project must be developed(includingwhich software versionswill
be used,and how the modelwill be coded)
A Thecommondataenvironment
A Howfilesandlayerswill be organised
A Thecoordinationsystemthat will be used
A Thespatialcoordinationand data drop requirements
A Archivingprocedures securityrequirementsand accessights procedures
U Theaboveis not anexhaustivdist.

U The Information Managerwill haveresponsibilityrelatedto how the projectinformation will be
hosted,stored,operatedandaccessed all of whichare functionsthat are susceptibleo a data
breach
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Information Management

i Sothe Informationa I y I Ar8lNikivélvesestablishinga Common
Data Environment(CDE) setting up the software required for the
Information model, maintaining its integrity and, most critically,
securitystandards

U The responsibilitiesof an Information Managermust be clearly set
out in their appointmentto avoid any confusionin the event of a
breach
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2. Digital Data Management and Storage

Digitalisation in Construction:
Data Protection
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Information comes from data.

When data is processed, interpreted,
organized, structured and contextualized it
provides information.
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Information

Information is used throughout the entire LIFECYCLE of a building or infrastructure project

CONSTRUCTION OPERATION

AFacility management
/maintenance

AReconstruction/Renovation

AConstruction ADecommissioning

AMajor re-programming

APlanning

fCommissioning 4

_____________________________
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Types of Information

Graphical
2D or 3D
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Data Protection

Digital attributes to the 2D or

Name
Type
Description

Material

Non-Graphical
3D objects
A
A
A
A
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Documents

Examples:

A Specifications

A Schedules

A Bills of quantities

A Product manuals

A Certificates

A Warranties

A Contracts

A BIM Execution Plan (BEP)

A Employer's Information
Requirements ( EIR)
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BIM and Information

Co-funded by the
Erasmus+ Programme
of the European Union

Information is often connected to the Building Information Model (BIM model) of the project.
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Checking dimensions and positioning is accurate and fast;

Objects are parametri¢ modifications to the design are
simplified,;

Visualising spaces and details is fast and easy;
3D printing based directly from the model;
Ordering components directly from the model;

Access to specifications of elements;
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BIM and Information

Example: A Window

@ s

Vertical Sliding Window
By Profile 22

© 15 o

bimstuice

Qi Y st

Include user generated content in results

Diamond Suite - Tilt Turn Single
By Duraflex Fixed
By Duraflex

* 5/5 © 54k

© 53k o

Diamond Suite -

Browse Collections Manufacturers

Generic Models (197) -
Landscaping (65)

Lighting Fixtures (68)
Materials (108)
Mechanical Fixtures (507)
Pipes/Pipe Fittings (388)
Plumbing Fixtures (1428)
Profiles (8)

Railings (5)

Roofs (283)

Sanitaryware (37)
signage (3)

site (103)

speciality Equipment (155)
Stairs (2)

Structural Details (48)
Structural Framing (112)
Temporary Works (3)
Walls (887)

Windows (63) v

Graphical

A \Y) Digitalisation in Construction:
Data Protection
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_BIMspec_GUID
_created by
_current revision
_distributed by
Analytic Construction
Assembly Code
Asset Type

Base Frame Offset
Classification Name

Created On

Name
Operation

Product Brochure

Product Page URL

Rough Height

Rough Width

Solar Heat Gain Coefficient
Thermal Resistance (R)
Type Comments

Type Name

URL

Visual Light Transmittance
Waill Closure

Warranty Duration Unit
Width

Window Material

0

Connor Laing

1

wwwbimstore.couk
Double glazing - domestic
B2020100

Fixed

85 mm

Uniclass 14

Feb 2015

Vertical Sliding Window
Vertical Sliding

wwwiprofile22.co.uk/wp-content/uploads/2013/09/

Vertical-Sliding-Window-System.pdf

www profile22.co.uk/commercial/products/windo

w-systemns/fully-reversible-windows/

0mm

0mm

074

07100 (m=K)/w
Vertical Sliding Window
Vertical Sliding Window
www profile?2 co.uk/commercial
0.81

Both

Years

0mm

Windows_Glass_Clear

Non-Graphical
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Accompanying literature

Product

Literature

Maintenance Product
Information Data Sheet
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https://www.bimstore.co/

. S Co-funded by the
Exchange of Information of the European Union
Information is created by project participants using BIM software tools and specialized software tools for:

Documents;

Modelling;

Parametric design;

Data management;
Communication;

BIM on the construction site;
Simulations;

Issue management;

Clash detection
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